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SAFETY PRECRAUTIONS

Please read all instructions before attempting to unpack, install or operate

this equipment and before connecting the power supply.

Please keep the following in mind as you unpack and install this

equipment:

«  Always follow basic safety precautions to reduce the risk of fire,
electrical shock and injury to persons.

To prevent fire or shock hazard, do not expose the unit to rain,
moisture or install this product near water.

«  Never spill liquid of any kind on or into this product.

Never push an object of any kind into this product through any
openings or empty slots in the unit, as you may damage parts inside
the unit.

« Do not attach the power supply cabling to building surfaces.

Use only the supplied power supply unit (PSU). Do not use the PSU if
it is damaged.

« Do not allow anything to rest on the power cabling or allow any
weight to be placed upon it or any person walk on it.

To protect the unit from overheating, do not block any vents or
openings in the unit housing that provide ventilation and allow for
sufficient space for air to circulate around the unit.

REVISION HISTORY

VERSION NO. DATE SUMMARY OF CHANGE

v1.00 08/03/2018 First release
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1. INTRODUCTION

The CYP IP product portfolio requires a managed network switch in order
to build complex systems. This guide sets out how to configure a generic
network switch based on a CISCO SG series network switch.

These basic principles can be applied to any managed switch.

2. NETWORK SWITCH FEARTURES
To configure your switch you must enable the following features:

# Layer 3 mode: an advanced mode for IT switches which acts like a
high-speed router without the WAN connectivity.

# Jumbo Frames: allows larger packets (bytes) of data to be transmitted
through the switch.

& Multicast: IP multicast is a bandwidth-conserving technology that
reduces traffic by simultaneously delivering a single stream of
information to multiple receivers.

# IGMP Snooping: a communication (listening) method for network
traffic.




3. SWITCH WEBGUI

In this example we are using a Cisco network switch, read the supplied
documentation for your switch to discover the base setting for
accessing its webGUI.

For the Cisco the default settings are:

# |P address: 192.168.1.254
# Username: cCisco
# Password: cisco

For Zyxel the default settings are:

# |P address: 192.168.1.1
# Username: admin
& Password: 1234

For Luxul the default settings are:

# |P address: 192.168.0.4
# Username: admin
# Password: admin

To ensure you can access the webGUI you may need to change your PC’s
IP address to the same range as the switch.

Open Network and Sharing Centre

Select your wired network — Local Area Network
Select Properties

Select Internet Protocol Version 4 and hit Properties
Change the settings of: Use the following IP address

IP address = 192.168.1.2?7 - Any final address should work.
192.168.1.101 for example.

Subnet Mask = 255.255.255.0

o vk wN =

o N

Default Gateway = 192.168.1.254
9. OKyour setting and your ready to access the switch's webGUI




4. LAYER 3 MODE

Once you're logged in to the Cisco webGUI open the Administration tab
and select System Settings.

This shows you the base setting of the switch. Within this page you now
need to change the System Mode from L2 to L3 and hit Apply.

Applying this setting will completely reboot the switch and you will need
to log back in once it reboots, which usually takes a couple of minutes.

Getting Started
» Stalus and Statistics

Conscle Settings
Usas Accounts
Il Session Timecut
* Time Settings
» System Log
+ File Management
Reboot
Aouting Rescures
Disgnostic
Disaswary - Bonjous

* VLAN Management
+ Spanning Tree

+ MAG Address Tables
+ Multicast

+ IP Configuration

!

System Settings
System Settings
System Desanption; SG200-28FF 25-Pont Gigabit PoS+ Mansged Switsh
System Loaation

System Contact

Use: Default
Uses Defined

Host Name: L]

System Mode L2
——au

Custom Banner Sefings.

Login Bannes

| Proview..

Welcome Bannar.

| Pravie.,

Cancel |

On most Zyxel switches this features is already enabled as default.




S. JUMB0O FRAMES

Once you're logged back into the switch navigate to the Port
Management tab and select Port Settings.

Now simply tick the Jumbo Frames Ena e box and hit the Apply button.

Geliing Staned

» Siatus ang Stau e

* Administation — =

Jumbo Erames: | J] Enasle
Jumba frames aonfiguration changes will take effect after saving the configurstion and rebooting the switch.
Ence Recovesy Settingr—] "=
Loopback Detaction Sattingl | Apaly.| | Cancel |

» Link Aggregation

» UDLD Part Setting Table

Lo Entry Mo, Por Pt Type Opersticnsl Status | Link Status  TimeRange  Pod  Duplex |LAG  Protection

B o EiTymonat SHMP Traps Name  Stae  Speed | Made State

eSO 1 ae1 1000M-Copper Up Eratied 1000 Eull Unpratactes

= VLAN Management

P 2 oe2 1000M-Copper up Erabied 1000M  Full Unprotected

s s 3 o3 1000M-Copper up Erabied 1000M  Full Unprotected

= Mudli-un. 4 GEs 1000M-Copper e Eracled 1000M Full Unprotected

o IF Conguration 5 GEs 1000M-Copper up Erabled 1000M  Full Unpratected

r— o GEc 1000M-Copper Down Erabied Unprotected

ol 7 cer 1000M-Cappar Cown Enabied Unpeotactsd

- Quality of Sarvice 5 ces 1000M-Coppar Down Enatied Unprotacted

s SHMP 3 GEs 1000M-Capper Down Enabied Unprotected
10 GE1 1000M-Coppar Dewn Erablad Unprotactsd
" GEn 1000M-Copper Down Enstied Unpratacied
12 GE2 1000M-Copper up Enabied 100M  Full Unprotectea
13 @Ena 1000M-Capper Up. Erabled 1000M  Full Unprotected
14 GE14 1000M-Copper Vg Erabled 1000M Full Unprotected
15 cE1s 1000M-Copper up Enabiea 1000M  Full Unpratactes
18 aere 1000M.Copper up Enabled 1000M  Eull Unprotected
17 GEr7 1000M-Capper Down Erabled Unpratected
18 OEts 1000M-Copper Down Erabied Unprotected
18 GE19 1000M-Coppar Do Enablad Unprotacted
20 oe2 1000M-Copper Down Eratled Unpratected

1 v 21 GEH 1000M-Capper Down Erabied Unprotected

On most Zyxel switches this features is already enabled as default.




6. MULTICRST

Gesting Started
» Status and Statistcs Properties
» Aaminisuation  E=—r
Eriage Multicast Filsaring SR (7] Enatia
+ Pot Management
* Smartport
VLAN (D 1]

* VLAN Management
phe A0 T Fonwarging Mathod for IFue:
* MAC Address Tabies

@ MAC Group Address
1P Group Address
Source Specific IF Graup Address

Forwarding Method for IPvwé: @) MAC Group Address
P Multi :):;w Aden IF} Croow i
ultica -
& Source Specific IP Group Addrex

» IPv& Multicast Configuratiod
+ IPv® Multicast Configuraticd T
IGMPMLE Sncaping IP My [=hpplyee | Cancel |
Mutticast Routes Port A
Forward All \
Unregistered Multicast I |
» I Configuration.
» Security
Contel

Navigate to the Multicast tab and select Properties.
Now simply tick the Bridge Multicast Filtering Status box and hit the
Apply button.




1. IGMP SNOOPING
Navigate to the Multicast tab and open the IPv4 Multicast Configuration
tab then select IGMP Snooping.

IGMP Snooping Status: enabled

IGMP Querier Status: enabled
Now select the first (and only) entry in the IGMP Snooping Table list, and
then click Edit.

Getting Staned
* Status and Statislics
» Admineyation

IGMP Snooping

IGME Sncoping Status: (7]

—

» Port Management i
» Smadnpot IGMP Querier Status: v
» VLAN Management
» Spanning Trea fhpply | Cancel IGMP Snooping IF Multicass Geoup
* MAC Adoress Tables
it e | 1GMP Snsoping Tasle
= EtyNo. VLANID IGMP Sncoping  MAouterPors immediate  Last Member GMP Quesier IGMP Querier  (GMP Querier | Queri
e il i Operstionnl Status  AutoLesmy  Lesve  OueryCounter | Status Election  Vrsion P Ag
1P Multicast Group Address L)
» IPvé Mulsicast Configuration rRm——— = {_,:_--}_|
PGMP VLAN Settings
Edit

* I8 Multicest Configuratiod
IGMPMLD Snooping IP My
Muiticast Router Port
Forvand All
unregittered Multicast

» 1P Connguration

» Security

» Aooma Gontrol

* Guality of Service

- Shme




A new window will open, please ensure all settings are as below:
VLANID: 1
IGMP Snooping Status: enabled
MRouter Ports Auto Learn: enabled
Immediate Leave: enabled
Last Member Query Counter: select Use Query Robustness (2)
IGMP Querier Status: enabled
IGMP Querier Election: enabled
IGMP Querier Version: select v2
Querier Source IP Address: select Auto
Once complete click Apply.

VLAN ID =

IGMP Snooping Status: 7| Enable
MRouter Ports Auto Learn: ¥| Enable
Immediate Leave: ¥| Enable

Last Member Query Counter: (@) Use Query Robustness (2)

User Defined

IGMP Querier Status ¥| Enable
IGMP Querier Election: [¥] Enable
IGMP Querier Version: @ v2

va
Querier Source IP Address: @) Auto

User Defined

[appiyes] [ Close




8. SAVING SETTINGS
Finally you must save the settings of the switch and reboot. Navigate
to the Administration tab and select File Management then navigate to
Copy/Save Configuration window.

Source File Name: select Running configuration

Destination File Name: select Startup configuration

Now click Apply to save the setting.

Iéte Samicn Timasut
» Time Settings

» Systam Log

= File Managamant

UpgraceBacip Firm
Active Inage

Download/Badkup Con
Contiguration Files Pro

DHCP Auto Configurst

* Port Management
» Smanped

* WLAN Management
» Spanning Tew
* MAG Acdress Tadles
* Mulbcast

* | copy/save configuration

All configurations that the swich is aumenily using are in the running configuration fite which is volatile and is ot retained between rebcots.
To ratain the configuralion batveen rSoots, Make sure you copy e running configueation file 1o the stanup configuration Gl sl you have completed sll

Source File Name{——"18 Running configuration
Stanup safguration
Bacup configuration
Mimor configuration
Funning cortiguration
Stanup confguration
Bacup configuration

Saveloon Blinking:  Enabled
[emppiyess| | Cancel || Dusable Sava lcon Blining |

i3




Again under Administration tab, select File Management then navigate to
Reboot window.

Reboot: select Immediate and click Reboot.

Getiing Staried
* Stalus and Stadistics.

“ | Reboot

T reboat the device. dick the Feboot’ bution.
Systam Settings

Comcle Settings
Liver Accounts
Idie Sessicn Timeout
* Time Settings L] Days Hous. Minutes
» System Log
= File Management
UpgracaSacup Firm Clear Starup Configumtion File
Active Imagae
DownloadBackup Cor || (o pabantis] | cancss |
Corfiguration Files Pr:
CopyiSave Configurats
DHCP Auto Configurst

Asbost () Immediste

e Time

Rassors 10 Factory Defaults

Routing Resoucss
» Disgnestics
Discovery - Bonjour
» Discovery - LLOP
* Discovery - GOP
Ping
Tracseoule
» Pori Marsgement
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* WLAN Mansgement
* Spanaing Tree
* MAC Address Tasles
» Multicast
» |P Configusation
» Seauity
» Acces Contral
* Quality of Sennce

v

The switch will now reboot which will take a couple of minutes.

Once rebooted you are ready to start your CYP IP system installation.
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